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°* Management direction for information security:

An information security (IS) policy is a set of rules and guidelines
that dictate how information technology (IT) assets and resources
should be used, managed, and protected. It applies to all users in an
organization or its networks as well as all digitally stored information
under its authority.

Developing an Information Security policy is to ensure the
Confidentiality, Integrity and Availability of information systems.

All developed Information Security policies should be reviewed on a regular
basis to ensure they meet the organizations objectives.

Examples of information security policies are:

¢ Email Use Policy

Acceptable Use Policy

User Access Policy

Data disposal Policy

Network Use and Firewall Policy



® For the information security unit/organization to function,

several roles and responsibilities need to be defined. Several
parties play an important role in ensuring the successful of the
information security units. They include:

® Board of Directors

® Management

Roles and .
Responsibilities

Cyber Security Strategy Committee
® Chief Information Security Officer (CISO)

¢ Information Security Compliance Officer

® Information Security Architect
¢ Information Security Analyst

® Information Security Audito.
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What is human resource security?

Human Resource Security is a set of processes

designed to ensure that all employees, suppliers,
and contractors are qualified for and understand
their engagement/job tasks and responsibilities, and
’]E_ha_\t ﬁcgess is revoked after the engagement is
inished.

Human resource security is broken down into 3
distinct processes:

Processes before employment/onboarding

Processes to ensure that employees and contractors
fulfil their information security responsibilities

Processes for termination and change of employment
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When an employee leaves their job through termination or
voluntarily due to or changed roles they are supposed to know their
information security responsibilities.

® For example, they are still expected to protect confidential

information, and they are prohibited from keeping sensitive
information belonging to the employer.

Organizations must define the responsibilities that come with the
termination of or change in employment, communicate them to the
employee and make sure they are enforced.

Additionally, there are steps that employees must take when they
leave their role, such as returning company equipment and keys,
fobs, passes, etc. to the premises.

Another example, if an employee moves to a different department,
the organisation must ensure that they no longer have access to
information assets that aren’t required for their new role.



® Cybersecurity asset management is the process of
identifying, on a continuous, real-time basis, the IT

Asset assets that your organization owns and the potential
security risks or gaps that affect each one. In this
Management context, assets take many forms. They could be

traditional devices, like PCs and servers, data,
human resources etc.
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® Access control is an essential element of security that determines
who is allowed to access certain data, applications, and
resources—and in what circumstances. In the same way that keys
and preapproved guest lists protect physical spaces, access control
policies protect digital spaces. In other words, they let the right
people in and keep the wrong people out. Access control policies
rely heavily on techniques like authentication and authorization,
which allow organizations to explicitly verify both that users are
who they say they are and that these users are granted the
appropriate level of access based on context such as device,

ACCGSS COIltl‘Ol location, role, and much more.

® Access control keeps confidential information—such as customer

data and intellectual property—from being stolen by bad actors or
other unauthorized users. It also reduces the risk of data exfiltration
by employees and keeps web-based threats at bay. Rather than
manage permissions manually, most security-driven organizations
lean on identity and access management solutions to implement
access control policies.
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Thank you

Any Questions?




